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Abstract
Test automation is critical to ensuring software quality and security
in financial institutions, particularly in public financial institutions,
where the reliability of transactions is paramount. Historically, mo-
bile test execution was constrained to Windows® servers due to
technical dependencies on proprietary components. This paper
presents a case study on the migration to a Linux-based architec-
ture for mobile test automation, using Selenium Grid and Appium
integrated with Jenkins CI/CD pipelines. The proposed solution
enhances flexibility, scalability, and operational efficiency while
maintaining strict security and compliance standards required in
banking environments. The study describes the architectural deci-
sions, implementation steps, and security adaptations undertaken
to enable distributed and parallel test execution. Key outcomes in-
clude a 40% reduction in execution time, a 25% increase in functional
test coverage, a shorter feedback cycle, and improved scalability.
The findings provide evidence that with a structured approach and
the right toolchain, robust and secure test automation is achievable
even under the constraints of a highly regulated environment.
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1 Introduction
Software quality is a critical factor in any organization, especially
in financial institutions, where application reliability and security
are essential for the continuous and safe operation of transactions.
In the context of a public financial institution, where the demand
for quality and accuracy is particularly high, functional test au-
tomation emerges as a strategic solution to ensure high-quality
software delivery with greater speed. Mobile functional testing in
large organizations may combine manual, semi-automated, and au-
tomated activities, depending on infrastructure, tooling, application
characteristics, and organizational constraints [5, 13, 14].

In this context, implementing a fully integrated automation so-
lution capable of handling the complexity of banking systems be-
comes a strategic goal. This paper reports on the experience of
implementing an automated testing architecture for mobile appli-
cations in a public financial institution, using Selenium Grid and

Appium, and integrating this solution into the DevOps pipeline
with Jenkins.

The main motivation for this work was to overcome the limi-
tations of the existing infrastructure, which relied on Windows®
servers to execute mobile tests due to technical constraints such
as the use of specific DLLs (Dynamic-Link Libraries). The new
Linux-based approach enabled greater flexibility and scalability,
optimizing test performance by reducing reliance on proprietary
components [12].

Moreover, integration with Jenkins facilitated continuous test
automation, allowing QA (Quality Assurance) teams to develop and
execute tests more efficiently and effectively. The implementation
of this solution involved several stages, from the initial Proof of
Concept (PoC), which validated the technical feasibility, to the adap-
tation of the existing architecture to meet the new requirements.

This study details each of these stages, discussing design deci-
sions, technical challenges encountered, and the solutions adopted,
as well as presenting an analysis of the results obtained with the
new test architecture.

The main contribution of this paper is an empirically grounded
case study of the migration of a mobile test automation infrastruc-
ture from a Windows-dependent environment to a Linux-based
distributed architecture in a regulated public financial institution.
More specifically, the paper contributes: (i) a description of the ar-
chitectural decisions required to integrate Selenium Grid, Appium,
and Jenkins under security constraints; (ii) anonymized before-and-
after evidence on execution time, test coverage, feedback cycle, and
execution stability; and (iii) lessons learned regarding flaky test mit-
igation, infrastructure scalability, and legacy-aware modernization.

To strengthen the empirical contribution of this experience re-
port, this paper is guided by the research questions (RQs) listed in
Figure 1. RQ1 examines the architectural and operational knowl-
edge that may be transferable to similar regulated environments,
whereas RQ2 assesses the effects of the migration through before-
and-after operational indicators. By addressing these RQs, the paper
aims to move beyond a purely technical description and provide
transferable lessons for organizations facing similar constraints.

Methodologically, this work is structured as an industrial case
study in software engineering, following the guidelines proposed
by Runeson and Höst [15], which emphasize the importance of
clearly defining the case, its context, unit of analysis, data sources,
and research objectives when reporting empirical investigations
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RQ1. Which architectural, security, and process decisions
enabled the migration from a Windows-dependent mobile
testing infrastructure to a Linux-based distributed architec-
ture in a regulated financial environment?
RQ2. How did the migration affect test execution time, feed-
back cycle, functional test coverage, and execution stability?

Figure 1: Research questions of the study

in real-world settings. In this study, the case is the migration of a
mobile test automation infrastructure from a Windows-dependent
environment to a Linux-based distributed architecture within a
regulated public financial institution. The unit of analysis is the test
automation infrastructure itself, including its architectural com-
ponents, CI/CD integration, operational constraints, and observed
effects on the software testing process. This methodological fram-
ing is appropriate because the study investigates a contemporary
phenomenon in its real industrial context, where the boundaries
between technical decisions, organizational constraints, and infras-
tructure outcomes cannot be fully isolated.

The remainder of this paper is organized as follows. Section 2
presents the theoretical background. Section 3 describes the case
study context and design. Section 4 reports the design decisions,
and Section 5 presents the resulting architecture. Section 6 reports
the results and answers the research questions, while Section 7
discusses infrastructure challenges. Section 8 presents the lessons
learned, Section 9 discusses threats to validity, and Section 10 posi-
tions the study against related work. Finally, Section 11 concludes
the paper and outlines future work.

2 Background
This section explores Selenium Grid, Appium, Parallel and Dis-
tributed Functional Testing, as well as the challenges of integrating
these technologies within a highly secure and monitored network
environment.

2.1 Selenium Grid
Selenium Grid is a widely used tool for the distributed execution
of automated tests. It allows tests to be run on multiple machines
simultaneously using a hub-nodes architecture. The hub is responsi-
ble for managing test execution and distributing them to the nodes,
which are machines configured to run tests in different environ-
ments [8]. This is especially useful in scenarios where platform and
browser diversity is critical to ensuring application quality.

Recent research further reinforces the central role of Selenium
Grid in scalable test automation. For instance, the study by Lin
and Lee (2023) [10] presents an efficient auto-scaling cross-browser
testing platform built on Selenium Grid, Kubernetes, and KEDA.
The authors highlight that while cross-browser testing remains a
critical and resource-intensive activity in non-functional testing,
auto-scaling architectures introduce significant challenges, specifi-
cally the Health-Check, Session-Queue, and Cooldown problems.
By proposing targeted solutions, their work achieved a 2.27× im-
provement in reliability and a 61.5% reduction in execution time,
compared to conventional setups. Although our solution does not

currently adopt container orchestration platforms like Kubernetes,
their findings validate the importance of dynamic infrastructure
scaling in high-demand environments and offer valuable insights
for future improvements of the bank’s testing pipeline.

In the context of the public financial institution, the choice of
Selenium Grid was driven by the need to perform tests across
multiple operating system versions and mobile devices. However,
implementation within a high-security network posed significant
challenges. The bank’s intranet, designed to safeguard sensitive
data, imposed various restrictions on communication and access,
which complicated the setup and operation of Selenium Grid.

Communication between the hub and the nodes, for example,
had to be meticulously configured to ensure secure connections
and prevent any compromise to network integrity. This involved
additional security measures such as authentication over HTTPS
protocols, the use of VPN (Virtual Private Network) tunnels, and
adjustments to firewall policies to allow safe data traffic between
Selenium Grid components.

2.2 Appium
Appium is an open-source tool that enables the automation of tests
for mobile applications, supporting both Android® and iOS plat-
forms. It uses an architecture similar to that of SeleniumWebDriver,
which facilitates integration with Selenium Grid and enables au-
tomated test execution across a wide range of mobile devices and
operating systems [17].

The relevance and adaptability of Appium in diverse mobile test-
ing contexts is reinforced by recent research efforts. Mojahed et
al. [11] proposed ODACE, an Appium-based platform for Android
certification, which demonstrated an 89% reduction in engagement
time for certification testing by automating complex telecommuni-
cations scenarios and minimizing human intervention.

Complementing this, Li and Cao (2023) [9] addressed the chal-
lenges of hybrid mobile applications—combining native and web
technologies, by applying Appium for API interface testing. Their
approach streamlined testing workflows, enabled concurrent execu-
tion across devices, and improved statistical reporting for enterprise-
scale systems.

Additionally, Chowdhury (2020) [4] focused on the configuration
of Appium for iOS environments, tackling one of the platform’s no-
table limitations: automating tests across multiple iOS devices from
a single macOS machine. Together, these studies underscore Ap-
pium’s robustness, cross-platform applicability, and suitability for
both Android and iOS ecosystems. They also reinforce the decision
to adopt Appium in our infrastructure, given its proven flexibil-
ity in certification, hybrid testing, and large-scale mobile quality
assurance.

In the bank’s environment, Appium was chosen for its flexi-
bility and compatibility with the existing infrastructure, as well
as its ability to run tests on both physical devices and emulators.
Nevertheless, integrating Appium within the bank’s intranet also
presented challenges. Ensuring that tests did not compromise data
security required a detailed analysis of how Appium interacted
with devices and emulators.

The configuration of Android® emulators, e.g., had to be adjusted
to operate within the constraints imposed by the bank’s network.



Enabling Scalable Mobile Test Automation on Linux SAST 2026, September 8–11, 2026, São Paulo, SP, Brazil

This included restricting access to certain system resources and
implementing strict logging and visibility controls over the commu-
nication between Appium and test devices. Additionally, running
tests in a restricted corporate network required the adoption of
further security practices, such as isolating test environments to
prevent unauthorized access.

2.3 Parallel and Distributed Functional Testing
Parallel and distributed functional testing is supported by two com-
plementary ideas from the literature on parallel test execution and
pipeline parallelism. Delgado [6] argues that parallel testing can
reduce total test time by increasing the utilization of available re-
sources, instead of reducing test coverage or sacrificing test quality.
In particular, pipelining and auto-scheduling strategies allow test
executions to overlap while coordinating access to shared resources,
thereby improving throughput when multiple test tasks must be
executed.

More recently, Chiu et al. [3] characterize pipeline parallelism as
a general execution pattern in which stage tasks can overlap across
parallel lines whenever their dependencies are satisfied. Their work
also highlights that efficient parallel execution depends not only
on running tasks concurrently, but also on appropriate scheduling,
resource coordination, and the selection of parallel lines or threads.

In the context of this study, these principles are reflected in
the orchestration of mobile functional tests across Selenium Grid
nodes and Appium-based execution environments. Implementing
parallel and distributed testing was crucial for dealing with sys-
tem complexity, Android version fragmentation, and the need to
execute test suites across multiple mobile configurations. However,
executing tests concurrently within a highly monitored banking
network also introduced additional challenges. Each test execution
had to be carefully managed to ensure that the generated traffic
did not violate institutional security policies. This required secure
communication channels between the Selenium Grid hub and its
nodes, controlled access to test environments, monitoring of net-
work resource usage, and adjustments to the institution’s network
architecture. Practices such as network segmentation and the use
of internal VPNs, specifically HPE Aruba Networking in this case,
were therefore necessary to support simultaneous test execution
without compromising security, performance, or compliance re-
quirements.

2.4 Flaky Tests in Mobile Testing Environments
In test automation, a flaky test is defined by its non-deterministic
behavior, i.e., it may pass or fail across different executions despite
no changes in code, environment, or input data. Parry et al. [13]
highlight that flaky tests undermine pipeline reliability and hinder
systematic characterization. This type of instability compromises
the reliability of continuous integration pipelines, makes it difficult
to identify genuine failures, and results in operational costs due to
the need for rerunning tests and manually analyzing incorrectly
reported failures [13].

Although flaky tests may occur at various levels, such as unit and
integration tests, they aremost frequently observed in user interface
tests. Factors such as variations in element load times, network
dependencies, event concurrency, and emulator instability make

UI tests particularly prone to flakiness [7, 14]. In mobile testing,
especially for hybrid applications, this situation worsens because
of the combination of native and web layers, which increases the
complexity of automation.

In the context of this research, automated tests with Appium
showed a high occurrence of instability during execution on An-
droid emulators running within a restricted corporate network.
This rendered their direct integration into the institution’s main
CI/CD pipeline unfeasible, as the pipelines follow a blocking model
where any failure immediately interrupts the continuous delivery
process. As a mitigation strategy, interface tests were isolated in
parallel jobs.

For each Jenkins GUI test job, teams defined a promotion thresh-
old, typically between 70% and 85%, calculated as the proportion
of completed GUI test cases that passed within that job. An arti-
fact could proceed to the main pipeline only when its job reached
the corresponding team-specific threshold. There, the code goes
through the final stages of building, signing, and distribution. This
approach significantly reduced the impact of flaky tests on delivery
pipeline stability and improved the reliability of the automated
testing process in a regulated environment.

The threshold-based strategy should be interpreted as a prag-
matic containment mechanism rather than a definitive solution for
flaky tests. To avoid masking real defects, failing executions are
not automatically ignored; instead, they are classified according to
failure symptoms such as emulator instability, timeout, network
unavailability, synchronization issues, and application-level defects.
Tests repeatedly failing due to infrastructure-related causes are
quarantined for maintenance, while persistent application-level
failures block promotion to the main pipeline. This distinction is
important because flaky tests may reduce confidence in CI/CD
results and increase manual triage effort if not systematically mon-
itored.

3 Case Study
This study follows the principles outlined by Runeson and Höst [15]
and Wohlin [18], who emphasize the need for case studies in soft-
ware engineering to be clearly defined in terms of their unit of
analysis, context, and objectives. In this work, the case under in-
vestigation is the process of migrating and evolving the mobile test
automation infrastructure in a public financial institution.

3.1 Case and Organizational Context
The public financial institution studied in this paper, whose name
is omitted due to a Non-Disclosure Agreement (NDA), is a state-
owned Brazilian financial institution with more than 90 years of
operation. It is one of the largest regional banks in the country,
with a broad presence across the southern region of Brazil and a
strong emphasis on digital transformation in recent years.

The institution’s Technology, Innovation and Digital Transfor-
mation Directorate is responsible for managing the development,
testing, deployment, and monitoring of a wide range of critical
systems, including core banking, mobile applications, enterprise
resource platforms, and customer service technologies. The direc-
torate supports both mainframe and distributed architectures and
has adopted DevOps practices in recent years to modernize its
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software engineering processes. The mobile banking team plays
a pivotal role in ensuring quality assurance in Android and iOS
applications, which collectively serve millions of users.

The Institution’s Information Technology (IT) has an organiza-
tional structure that includes the Technical Support Management
within the Systems Development Unit belonging to the Technology,
Innovation and Digital Transformation Directorate. These areas
are responsible for various activities related to IT within the bank.

Within this organizational structure, the Technical Support Man-
agement provides support for the institution’s IT systems and in-
frastructure, while the Systems Development Unit develops and
maintains software solutions. Together, these units support the
operation, availability, and continuous improvement of the bank’s
digital services.

3.2 Case Study Design
The case study reported here is descriptive and exploratory in na-
ture. It aims to describe the process and outcomes of a strategic
shift in testing infrastructure, focusing on: (1) Overcoming platform
dependency on Windows®; (2) Enabling distributed and parallel
execution on Linux nodes; (3) Integrating automation into CI/CD
pipelines using Jenkins; (4) Preserving high levels of security, isola-
tion, and auditability.

The unit of analysis is the automation infrastructure itself, while
the data sources include performance indicators (e.g., test execution
time, coverage, feedback cycles), architecture diagrams, and internal
documentation from the mobile quality assurance team. Due to the
institution’s confidentiality policies, quantitative metrics are only
discussed in aggregated or illustrative terms.

The study comprised six stages: (1) characterization of the legacy
infrastructure; (2) identification of migration constraints; (3) imple-
mentation of the PoC; (4) deployment of the Linux-based architec-
ture; (5) collection and comparison of before-and-after indicators;
and (6) synthesis of architectural decisions and lessons learned.

The study was conducted as a single-case embedded case study,
in which the main case is the migration of the mobile test automa-
tion infrastructure and the embedded units are three representative
mobile applications maintained by different teams. The data collec-
tion covered executions performed before and after the migration,
using Jenkins build logs, SeleniumGrid executionmetadata, internal
QA reports, and architecture documentation. To preserve confiden-
tiality, application names, repositories, internal services, and exact
infrastructure identifiers were anonymized. However, the quanti-
tative indicators were preserved in relative and aggregated form,
allowing comparison between the legacy and migrated environ-
ments. The analysis followed a before-and-after design, comparing
the available indicators for execution time and test coverage across
the selected applications, complemented by operational evidence
regarding feedback cycle, success rate, scalability, queue behavior,
and flaky test mitigation.

Execution success rate was defined as the proportion of com-
pleted Selenium Grid sessions that finished successfully during the
observation period. This session-level metric differs from the team-
specific promotion threshold, which was calculated from passed
GUI test cases within each Jenkins job.

4 Design Decisions
The design and implementation of the new automated testing in-
frastructure involved a set of strategic decisions. Each addressed
specific technical, operational, or security challenges present in the
previous environment.

A typical execution scenario starts when a developer submits
changes to the internal repository and triggers a Jenkins job associ-
ated with a mobile application. Jenkins checks out the correspond-
ing project, selects the target environment and Android Virtual
Device profile, and sends the execution request to the Selenium
Grid Hub. The hub then allocates the test session to an available
Linux node running Appium and the required Android emulator
version. After the test suite is executed, logs, screenshots, execution
status, and timing metadata are collected and returned to Jenkins,
where reports become available to QA analysts and developers.
This workflow replaced the previous model in which test execu-
tion was tied to a limited set of Windows servers and proprietary
authentication components.

The key design decisions are detailed below:

DD1. Migration from Windows® to Linux-Based Test Exe-
cution – Rationale: The existing infrastructure relied on
proprietary DLLs developed in C#, limiting test execution to
Windows® environments. These dependencies were incom-
patible with Linux and impeded scalability and automation.
Migrating to Linux allowed for the elimination of these con-
straints, enabled the use of open-source tools, and reduced
reliance on proprietary software;

DD2. Reconfiguration of Jenkins for CI/CD Integration – Ra-
tionale: Jenkins jobs were adapted to integrate seamlessly
with the new Linux-based infrastructure. This included up-
dating pipeline scripts, repository configuration (SVN/ Git-
Lab), environment selection, and Gradle task execution (e.g.,
buildFunctionalTest) to support distributed execution trig-
gered by Jenkins;

DD3. Proof of Concept (PoC) to Validate Feasibility – Ratio-
nale: Before full migration, a PoC (Figure 2) was conducted
using Selenium Grid and Appium on Linux servers. The goal
was to verify the technical viability of executing Android®
emulators, running functional test suites, and integrating
with Jenkins in the target environment. The PoC confirmed
the feasibility of the approach and revealed performance and
resource management benefits;

DD4. Replacement of DLLs with Secure API-based Authenti-
cation – Rationale: Since the original authentication mech-
anisms depended on Windows-only DLLs, new APIs were
developed to perform the same functions using HTTP(S),
compatible with Linux. These APIs ensured secure access
to internal systems while maintaining compliance with the
bank’s security policies;

DD5. Refactoring of Internal Testing Frameworks – Rationale:
To accommodate the new execution environment, parts of
the internally developed test automation frameworks (for
web andmobile) were refactored. The updated code-base sup-
ports cross-platform execution and enhances maintainability
while preserving legacy test logic and patterns.
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Table 1: Summary of the main architectural decisions and their adaptation rationale

Decision Constraint Addressed Adopted Mechanism Alternative Considered Operational Consequence

Replace DLL-based
authentication

Dependency on Windows-specific
components

Linux-compatible HTTP(S) au-
thentication APIs

Windows DLLs or a platform-
specific compatibility layer

Cross-platform execution and reduced
dependency on proprietary components

Use headless An-
droid emulators

Limited CPU and memory capacity Android emulators running with-
out a graphical interface on dedi-
cated Linux nodes

Graphical emulator execution Lower resource overhead and greater em-
ulator capacity per node

Separate GUI test
jobs

Flaky tests disrupting blocking CI/CD
pipelines

Parallel GUI test jobs with team-
specific promotion thresholds

Direct inclusion of GUI tests in
the main blocking pipeline

Reduced pipeline disruption and inde-
pendent handling of unstable tests

Centralize test or-
chestration

Limited scalability and static alloca-
tion of test executions

Selenium Grid Hub with dynamic
allocation to available execution
nodes

Fixed allocation of tests to spe-
cific servers or environments

Improved resource utilization and dy-
namic session distribution

Integrate dis-
tributed execution
with Jenkins

Existing CI/CD jobs were designed for
the Windows-based environment

Updated Jenkins jobs, pipeline
scripts, repository settings, and
Gradle tasks

Manual execution or
Windows-specific Jenk-
ins jobs

Automated triggering and reporting
across distributed Linux nodes

Refactor internal
testing frameworks

Platform-specific implementation and
legacy dependencies

Cross-platform refactoring while
preserving existing test logic

Complete framework replace-
ment or continued Windows
dependency

Improved portability and maintainability
with lower migration risk

Validate the migra-
tion through a PoC

Uncertainty about emulator execution
and Jenkins integration on Linux

Small-scale Selenium Grid and Ap-
pium environment

Immediate full-scale migration Reduced implementation risk and early
identification of resource constraints

Figure 2: High-level flow of the proof of concept

Table 1 summarizes the main architectural decisions, the con-
straints they addressed, the adopted mechanisms, and their op-
erational consequences. This decision-oriented representation is
intended to help practitioners assess how the architecture could
be adapted to environments with similar legacy, scalability, and
security constraints.

5 Software Architecture
Figure 3 presents the architecture of the new solution, designed
to maximize the efficiency, scalability, and security of automated
testing within a critical banking environment. At the core of the
architecture is the Selenium Grid Hub, configured on a Linux server,
which acts as the central orchestration point for test execution. Test
projects are developed by QA teams and versioned in the bank’s
internal SVN or GitLab repositories.

In the Jenkins jobs, the corresponding repository is specified for
cloning, along with the target environment (development, staging,
or production) and the AVD (Android Virtual Device). The Hub
receives the test requests triggered by Jenkins, and after cloning the
project, it essentially runs a Gradle command such as buildFunc-
tionalTest, distributing the test tasks to available nodes—servers
configured with Android® emulators running different OS versions.

Each node is responsible for emulating specific Android® envi-
ronments, ranging from older to the most recent versions of the

Figure 3: Current software architecture

operating system. This ensures comprehensive test coverage, vali-
dating the applications across a wide variety of configurations. The
nodes also operate in headless mode, i.e. without a graphical inter-
face, which improves processing efficiency by reducing resource
consumption [16]. The headless mode is particularly important to
optimize memory and CPU usage on the servers, increasing the
ability to execute multiple tests concurrently.

The test distribution performed by Selenium Grid is one of the
most significant efficiency gains of this architecture. The intelli-
gent orchestration handled by the hub allows test executions to be
redirected to idle nodes, even when those nodes belong to differ-
ent environments. This occurs transparently, since the Android®
emulators are identical, and the separation of servers into different
labels is merely semantic—used to organize the infrastructure and
generate grouped test reports based on the type of APK (Android
Application Package) being tested, whether it belongs to the devel-
opment, staging, or production version. Across the three analyzed
applications, the elapsed time required to execute the selected test
suites decreased by an average of 40% after the migration.

Another important aspect of the architecture is the continu-
ous integration with Jenkins, which acts as the coordinator of test
jobs. Jenkins connects directly to the Selenium Grid hub, trigger-
ing the execution of each test task and generating final reports
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Table 2: Evolution of the infrastructure used for mobile test execution

Scenario Server Type OS CPU RAM Storage Execution Capacity Architectural Role

Legacy
Infrastructure
(Before
Migration)

1× Execution
Node

Windows
Server
2019

1× 12
vCPUs

1× 64
GB

1× 500
GB

Limited capacity for the parallel execution
of Android emulators.

Mobile test execution depended on Windows-
specific components, including proprietary
DLLs for internal authentication. These compo-
nents were subsequently replaced with Linux-
compatible HTTP(S) APIs. The infrastructure
was difficult to scale.

1× Central
Server

Windows
Server
2019

1× 8
vCPUs

1× 16
GB

1× 500
GB

Centralized test orchestration and Jenkins
integration. The server was not dedicated
exclusively to mobile testing, as it also exe-
cuted web tests and built jobs for the insti-
tution’s C# and Java projects.

Responsible for coordinating test executions
and consolidating their results. The maxi-
mum feedback cycle reached approximately 18
working hours, corresponding to three work-
ing days at the institution.

Proof of
Concept

1× Emulation
Node

Oracle
Linux 9

1× 6
vCPUs

1× 12
GB

1× 120
GB SSD

Execution of two Android emulators simul-
taneously.

Environment used to validate the technical fea-
sibility of distributed mobile test execution us-
ing Selenium Grid and Appium on Linux. The
environment was intentionally undersized be-
cause it was a PoC conducted with limited com-
putational resources.

1× Orchestra-
tion Hub

Oracle
Linux 9

1× 4
vCPUs

1× 8
GB

1× 100
GB SSD

Orchestration of test executions initiated
by Jenkins.

Hosted the Selenium Grid, Jenkins, and the
new API-based authentication mechanisms on
Linux.

Final
Infrastructure

3× Emulation
Nodes (Devel-
opment / Stag-
ing / Produc-
tion)

Oracle
Linux 9

3× 12
vCPUs

3× 48
GB

3× 500
GB SSD

Execution of up to five Android emulators
simultaneously per node, distributed across
the development, staging, and production
environments. Each server is dedicated ex-
clusively to Android emulator execution.

Distributed execution in headless mode, en-
abling more efficient CPU and memory utiliza-
tion, greater parallelism, and dynamic session
distribution through the Selenium Grid Hub.

1× Orchestra-
tion Hub

Oracle
Linux 9

1× 4
vCPUs

1× 16
GB

1× 250
GB SSD

Centralizedmanagement of distributed test
executions.

Responsible for Jenkins integration and intel-
ligent session distribution across the available
nodes. The final infrastructure contributed to
an approximate 40% reduction in execution
time and reduced the maximum feedback cycle
to six hours.

upon completion. Communication between Jenkins and the hub is
streamlined and direct, minimizing failures and delays even when
running large test suites. Once the tests are completed, the results
are aggregated at the hub, processed, and sent back to Jenkins,
where they are made available for QA and development teams to
analyze.

Furthermore, the architecture was designed with strict concern
for data security and integrity. In a banking environment, security
is a top priority, and the adopted architecture reflects this. All com-
munication between the hub and the nodes, as well as between
Jenkins and the hub, is secured through authentication mechanisms
(internal ticket-generation systems for tests, logging, and traceabil-
ity for audit purposes) and SSL (Secure Sockets Layer) encryption,
ensuring that sensitive data is not exposed during test execution.
Each node is isolated to prevent unauthorized access, and encryp-
tion of data in transit ensures that confidential information remains
protected.

Finally, the modular design of the architecture facilitates scal-
ability. New nodes can be easily added to the existing structure,
allowing test execution capacity to be increased as needed, with-
out requiring complex reconfiguration. This flexibility enables the
bank to adjust its infrastructure according to demand, scaling up by
adding servers during periods of high test volume or scaling down
by deactivating nodes when usage is low.

Table 2 summarizes the evolution of the mobile test automa-
tion infrastructure, comparing the server configurations, execution
capacity, and architectural roles of the legacy Windows-based envi-
ronment, the PoC, and the final Linux-based architecture.

6 Results and Discussion
The implementation of the new automated testing architecture
brought marked improvements compared to the legacy infrastruc-
ture. Before the migration, mobile tests were executed exclusively
onWindows® servers, which introduced critical limitations, includ-
ing strong dependencies on proprietary components, elevated test
execution times, and poor scalability within Jenkins pipelines. The
Linux-based distributed architecture addressed these restrictions,
offering higher throughput and operational efficiency.

Additionally, test monitoring was previously limited to text-
based Jenkins console logs, making real-time analysis difficult. With
Selenium Grid, the QA team gained a centralized, visual dashboard
of all active nodes and emulators, as illustrated in Figure 4.

To better substantiate the reported improvements and address
empirical verification, we established a quantitative baseline. Due
to Non-Disclosure Agreements (NDA) and strict banking regula-
tions, the specific corporate identifiers of the systems have been
anonymized. Table 3 presents the comparative baseline of perfor-
mance metrics across three representative software products of the
institution, each containing a comprehensive suite averaging 300
functional test cases. The values were anonymized and rounded
to preserve confidentiality while preserving the magnitude and
direction of the observed changes across the selected applications.

As observed in Table 3, the total test execution time dropped by
approximately 40% across all analyzed applications. This perfor-
mance improvement is associated with the combined effect of dis-
tributed execution, headless emulator operation, and more efficient
orchestration of available nodes by Selenium Grid. Furthermore,
the Selenium Grid Hub actively orchestrated test distribution to idle
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Table 3: Anonymized and aggregated performance and coverage indicators before and after migration

Anonymized App Execution Time (min) Reduction Test Coverage Relative Gain
Legacy (Windows) New (Linux) (%) Legacy (Windows) New (Linux) (%)

App A (Core Banking) 120.0 72.0 40.0% 50.0% 62.5% +25.0%
App B (Payment System) 45.0 27.0 40.0% 40.0% 50.0% +25.0%
App C (Investments) 30.0 18.0 40.0% 60.0% 75.0% +25.0%

Overall Average 65.0 39.0 40.0% 50.0% 62.5% +25.0%

Figure 4: Overview provided by the Selenium Grid Hub

emulators across separate hardware nodes, decoupling execution
from the semantic barriers of development, staging, or production
pipelines. Figure 5 shows an active test session being monitored
during the PoC.

Figure 5: Test being executed and visualized via the hub

Key Performance Indicators (KPIs) also revealed a 25% increase
in functional test coverage. The analyzed projects contained test
suites with an average of 300 functional test cases, approximately
150 of which were processed by each node during distributed execu-
tion. Each node supported up to five concurrent Android emulator
sessions; therefore, the 150-test figure represents the workload
processed per node rather than the number of simultaneously exe-
cuting test cases.

Across the observation period, 98% of the Selenium Grid test
sessions completed successfully. This aggregate session-level in-
dicator is distinct from the team-specific promotion thresholds
of 70% to 85%, which were calculated from test-case outcomes
within individual Jenkins jobs. Reaching a promotion threshold
did not automatically classify the remaining failures as acceptable:
infrastructure-related and flaky failures were investigated sepa-
rately, while persistent application-level failures remained blocking.
This level of stability contributed to shortening the engineering

feedback cycle, defined as the time window required to resolve
code defects after an automated report. Under the Windows setup,
the feedback cycle upper limit frequently stretched up to 18 hours.
With the parallel Linux execution, this limit was compressed to a
maximum of 6 hours (a 66.7% reduction), effectively fitting within
a standard single-day working shift.

Continuous integration within Jenkins was similarly enhanced.
Tests are now triggered dynamically as an integrated step of the
CI/CD pipeline, guaranteeing that code changes are verified prior
to branch merging. This automation mitigates deployment risks,
which is vital for large-scale financial applications. Figure 6 high-
lights the metadata of a successfully initiated functional testing
session embedded in the development pipeline.

Figure 6: Session information displayed on the hub

Consistent with recommendations on the careful use of statistical
analysis in software engineering studies [2], the evaluation empha-
sizes aggregated before-and-after indicators rather than controlled
experimentation or full statistical inference. For each anonymized
application, we report the available comparative indicators related
to execution time and test coverage, complemented by operational
evidence regarding feedback cycle, execution success rate, and scal-
ability. This analysis does not aim to establish causal generalization
beyond the studied organization, but to provide transparent evi-
dence of the observed operational gains in a real-world regulated
environment.

Finally, architectural scalability was achieved. Instead of relying
on a fixed, high-maintenance cluster of Windows® servers, the new
framework allows system administrators to scale out by attaching
additional compatible Linux nodes to the grid. This elastic capa-
bility ensures stable execution queues even during high-demand
regression periods, such as pre-release code freezes.

While the proprietary nature of the financial network restricts
the public release of full raw logs and internal code repositories, the
aggregated empirical metrics presented in Table 3 provide evidence
of substantial stability and velocity gains in the migrated ecosystem.
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6.1 Answering the Research Questions
The migration was motivated by platform dependency, limited scal-
ability, and operational bottlenecks in the legacy Windows-based
infrastructure. Proprietary DLLs constrained mobile test execution
to Windows servers, while the institution required a solution com-
patible with its security, auditability, and compliance requirements.
This context informed the architectural decisions examined in RQ1
and the operational outcomes assessed in RQ2.

RQ1. Enabling mobile test automation in a regulated finan-
cial environment required a combination of architectural, secu-
rity, and process-oriented decisions. Selenium Grid was adopted as
the orchestration layer, while Appium nodes with Android emu-
lators were deployed on Linux servers and integrated with Jenk-
ins. Windows-dependent DLL authentication was replaced with
secure HTTP(S) APIs, and internal testing frameworks were refac-
tored to support cross-platform execution. The architecture also
incorporated encrypted communication, access control, VPN-based
connectivity, node isolation, logging, and traceability mechanisms
to meet institutional security requirements. To mitigate flaky GUI
tests, these tests were isolated in parallel jobs, and artifacts were
promoted to the main pipeline only after reaching predefined suc-
cess thresholds. Together, these decisions enabled a more scalable
and maintainable infrastructure without compromising the security
and operational controls required by the institution.

RQ2. The migration positively affected the operational indica-
tors analyzed in the case study. The anonymized before-and-after
comparison showed an average 40% reduction in test execution time
across the selected mobile applications, while functional test cover-
age increased by an average of 25% relative to the legacy baseline,
corresponding to an average increase of 12.5 percentage points. The
upper limit of the feedback cycle for defect analysis and resolution
decreased from 18 hours to approximately 6 hours, corresponding
to a 66.7% reduction. The aggregate execution success rate reported
in Section 6 was consistent with greater stability and predictability
in mobile test execution. This indicator should be distinguished
from the team-specific thresholds used to decide whether artifacts
could proceed to the main pipeline. Overall, the results show that
the migration enabled faster feedback, broader automated coverage,
and more efficient use of testing resources.

On the whole, the answers to the two RQs show that the migra-
tion required a security-aware combination of architectural and
process decisions and resulted in improvements across the main
operational indicators. Although the findings are bounded by the
single-case design and confidentiality restrictions, they provide
practical evidence that Linux-based distributed mobile test automa-
tion can be a viable modernization path for organizations facing
similar legacy, scalability, and regulatory constraints.

7 Infrastructure Considerations and Challenges
Implementing a distributed and parallel automated testing archi-
tecture within a highly secure banking network is a complex task
that requires overcoming various technical and infrastructure chal-
lenges. The migration of mobile tests to Linux servers, e.g., required
not only deep knowledge of the technologies involved but also care-
ful adaptation of security policies and authentication processes.

Configuring Android® emulators as Selenium Grid nodes, for
instance, demanded close attention to the various constraints im-
posed by the bank’s network security. This included implementing
strict access controls, encrypting data in transit, and adapting emu-
lators to operate in isolation, ensuring that each test environment
remained isolated and protected against unauthorized access.

The integration of Selenium Grid and Appium with Jenkins,
which runs on a Windows® environment, was another critical
aspect. Establishing communication between these different oper-
ating systems within a highly controlled network posed significant
challenges. It was necessary to develop solutions that would allow
secure and efficient communication between the Linux servers host-
ing the Selenium Grid and the Windows® server running Jenkins,
ensuring that test automation functioned smoothly and cohesively.

In summary, implementing automated testing in a banking envi-
ronment goes beyond the technical configuration of tools. It also
demands careful adaptation to stringent security requirements and
thoughtful integration with the existing infrastructure, all while
ensuring that tests can be executed efficiently and securely, without
compromising data integrity or network security.

8 Lessons Learned
Beyond the technical outcomes of the migration, this case study
provides practical lessons for organizations that need to modernize
mobile test automation under legacy, scalability, and regulatory con-
straints. These lessons are derived from the architectural decisions,
operational challenges, and empirical observations reported.

LL1 – Legacy dependencies should be isolated before in-
frastructure migration. The migration from Windows® to Linux
was not only an operating system change, but also a legacy disentan-
glement effort. The previous infrastructure depended on Windows-
specific DLLs for internal authentication and communication mech-
anisms, which constrained test execution to a limited set of servers.
Replacing these dependencies with secure API-based mechanisms
was a necessary step to enable cross-platform execution. There-
fore, organizations planning similar migrations should first identify
platform-specific dependencies and isolate them behind portable
interfaces before moving test execution to a new infrastructure.

LL2 – GUI tests should not be blindly embedded into block-
ing CI/CD stages.Mobile GUI tests, especially those executed on
emulators or hybrid applications, tend to be more unstable than
lower-level tests because they depend on GUI states, synchroniza-
tion events, emulator behavior, and network conditions. In the
studied environment, directly placing these tests inside the main
blocking CI/CD pipeline would increase the risk of interrupting
the delivery process due to nondeterministic failures. A more sus-
tainable strategy was to execute GUI tests in separate parallel jobs
and promote artifacts to the main pipeline only when predefined
success thresholds were reached. This approach helped balance
delivery confidence, infrastructure cost, and pipeline stability.

LL3 – Security constraints must be treated as architectural
drivers, not as post-deployment adaptations. In a regulated
financial environment, security requirements directly shape the
test automation architecture. Network segmentation, VPN-based
connectivity, encrypted communication, access control, logging,
traceability, and node isolation were not optional additions; they
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were core architectural requirements. Treating security as an ar-
chitectural driver from the beginning avoided later rework and
ensured that distributed test execution could operate within the
institution’s compliance constraints.

LL4 – Observability is essential for scaling distributed mo-
bile test execution. As test execution becomes distributed across
multiple nodes, emulators, and environments, text-based logs are
no longer sufficient for effective monitoring and troubleshooting.
The Selenium Grid dashboard improved visibility over active ses-
sions, node availability, queue behavior, and emulator usage. This
observability was important not only for debugging failures, but
also for supporting operational decisions about scalability, resource
allocation, and test scheduling.

LL5 – Anonymized operational metrics can still support
empirical transparency under NDA constraints. Although con-
fidentiality restrictions prevented the disclosure of raw logs, inter-
nal repositories, infrastructure identifiers, and application names,
the study was still able to report aggregated and anonymized before-
and-after indicators. These metrics supported a transparent analysis
of execution time, test coverage, feedback cycle, and execution sta-
bility without exposing sensitive institutional information. This
suggests that industrial case studies in regulated environments
can still provide empirical value when they clearly explain what
was anonymized, which indicators were preserved, and how the
evidence supports the reported findings.

Overall, these lessons indicate that the success of a mobile test
automation migration depends not only on adopting tools (Sele-
nium Grid, Appium, and Jenkins), but also on managing legacy
dependencies, pipeline stability, security constraints, observability,
and empirical reporting practices. In this sense, the main contribu-
tion of this study lies in showing how established test automation
technologies can be combined and adapted to operate reliably in a
legacy-constrained and highly regulated institutional environment.

9 Threats to Validity
Here, we discuss the main threats to validity that may affect the
interpretation, reliability, and transferability of the findings [18].

Construct Validity: The study relies on operational metrics
extracted from CI/CD logs and internal QA reports. To reduce mea-
surement bias, metrics were defined before analysis and computed
consistently for the legacy and migrated environments.

The team-specific promotion thresholds, which ranged from
70% to 85%, should not be interpreted as the aggregate execution
success rate reported in Section 6. Because an artifact could pro-
ceed despite some unsuccessful GUI test cases, the 98% aggregate
session completion rate may not fully represent application-level
reliability if infrastructure-related, flaky, and product-level failures
are not correctly distinguished. To mitigate this threat, unsuccess-
ful executions were manually classified by failure type, persistent
application-level failures remained blocking, and tests repeatedly
affected by infrastructure instability were quarantined for main-
tenance. Nevertheless, variation in thresholds across teams limits
direct comparability and should be considered when interpreting
the results.

Internal Validity: Since this is a before-and-after case study,
improvements cannot be attributed exclusively to the operating

system migration. Other factors, such as test suite refactoring, Jenk-
ins job reconfiguration, and emulator optimization, may also have
contributed to the observed gains.

External Validity: The study was conducted in a single public
financial institution with strict security and compliance constraints.
Therefore, the results may not generalize directly to organizations
with different regulatory, architectural, or infrastructure contexts.

Reliability: Although source code, raw logs, and internal config-
uration files cannot be released, the paper provides an anonymized
architecture diagram, infrastructure specifications, metric defini-
tions, data-collection procedures, execution workflows, and aggre-
gated before-and-after indicators. These materials support partial
reproduction and analytical comparison without exposing confi-
dential institutional information.

10 Related Work and Discussion
Prior studies have examined complementary aspects of mobile test
automation. Costa and Miranda [5] compared GUI testing tools
in CI environments and highlighted Appium’s flexibility. Li and
Cao [9] combined Appium and Selenium Grid to support execution
across Android versions, while Yu et al. [19] investigated cross-
platform automation using computer vision. AbuSalim [1] reported
execution-time gains from parallel orchestration across Selenium
Grid nodes. Table 4 summarizes these studies and their relationship
to our work.

Unlike prior studies centered on tool comparison, automation
techniques, or controlled parallelization, this study reports the
migration of a production-oriented mobile testing infrastructure in
a secure, legacy-constrained financial institution. Its contribution
lies in the operational evidence, architectural decisions, and lessons
learned from combining established technologies under regulatory
constraints.

11 Final Remarks and Future Work
Migrating mobile test execution fromWindows® to Linux using Se-
lenium Grid and Appium improved scalability, execution efficiency,
and Jenkins integration. The case study shows how established tech-
nologies can be combined with security-aware design decisions
to modernize test automation in a regulated, legacy-constrained
environment.

Future work will extend the solution in four directions: improv-
ing integration with the institution’s legacy authentication and
communication services; evaluating Podman-based runners despite
the nested-virtualization requirements of Android emulators; re-
placing manually executed shell scripts with declarative OpenTofu
configurations; and migrating the web-testing workflow to Linux.
The internally developed Java testing framework will also continue
to evolve to support these changes and the institution’s security
and operational requirements.

Another future direction is to evaluate externallymanaged device-
farm services, such as the solution provided by Keeggo (https:
//keeggo.com/), as a complement or possible successor to the cur-
rent emulator-based infrastructure. The evaluation will compare ex-
ecution performance, device and operating-system coverage, CI/CD
integration effort, availability, cost, security and compliance re-
quirements, and vendor dependence. Its results will support the

https://keeggo.com/
https://keeggo.com/
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Table 4: Comparative summary of related work and the proposed study

Study Tools Used Main Focus Environment Key Contributions Comparison with Proposed Work

Costa & Mi-
randa (2023)

Detox, Appium,
Calabash, Mae-
stro

Comparison of mobile
GUI testing tools in CI en-
vironments

CI pipelines Appium showed superior flexibility
and integration, despite not being
the fastest tool

Validates the use of Appium in complex en-
vironments with CI/CD pipelines, as done in
the proposed work

Li (2023) Appium, Sele-
nium WebDriver

Testing across multiple
Android versions

Android devices Combination of Selenium Grid and
Appium to handle fragmentation
and enable parallel execution

Employs the same strategy adopted in the pro-
posed architecture for handling OS fragmen-
tation and concurrency

Yu et al.
(2021)

Appium, Sele-
nium, LIRAT

Computer vision-based
test automation and
cross-platform scripting

Android and iOS
platforms

LIRAT framework with lay-
out/image recognition and
platform-independent scripts

Shares the goal of execution flexibility; differs
by not adopting computer vision techniques

AbuSalim
(2021)

Selenium Grid Performance analysis of
mobile testing with paral-
lelization

Distributed in-
frastructure with
multiple nodes

Parallel test orchestration across
nodes significantly reduces execu-
tion time

Reinforces the performance gains observed in
the proposed Linux-based distributed archi-
tecture

Proposed
Work

Selenium Grid,
Appium, Jenkins

Scalable mobile test au-
tomation in a banking en-
vironment

Secure network
with CI/CD inte-
gration (Linux-
Windows)

Successful migration from Win-
dows® to Linux; enhanced integra-
tion with Jenkins; parallel test exe-
cution; high security compliance

institution’s decision to retain the current architecture, adopt a
hybrid model, or gradually migrate mobile test execution to an
external device farm.

Artifact Availability
The study artifacts cannot be made publicly available because
they contain sensitive industrial information protected by a non-
disclosure agreement (NDA) with the participating organization.
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